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1. Introduction and General Comments 

The current position paper follows up on CER’s first similar document issued on the 18th 

of February 2025 called “Rail's Vital Role in Enabling the Future of EU Defence”1. 

This first position by CER was meant to be a reflection to share with EU decision makers, 

more immediately in the context of the development of what came to be the White Paper 

for European Defence- Readiness 2030 (19.03.2025), which underlined significant 

relevance of Military Mobility, as an enabling instrument to build the EU’s capacity to deter 

external threats. 

This further reflection details some elements that CER and its Members consider more 

significant for the purpose of the expected Military Mobility Package. It is also a 

complement to the contributions CER and its Members presented in July in the context of 

the targeted consultation and survey, that the Commission launched to provide input for 

the Joint Communication. 

CER and its Members have witnessed the undeniable recognition of the European rail 

system as the backbone of military mobility services. We recall that in order to 

deliver swift cross border military mobility services, there is a need for a systemic approach 

to the railway system, by improving interoperability and harmonising specifications and 

operational processes, increasing and improving infrastructure capacity, replenishing 

rolling stock fleets able to provide traction in all circumstances (e.g. dual-mode 

locomotives), ensuring the resilience of the system, establishing effective coordination 

mechanisms between military and civilian organisations, streamlining and harmonising 

administrative procedures, defining an emergency framework to ensure uninterrupted 

military movements and deploying appropriate financial support notably to the defined 

priority projects. Finally, to ensure the fluidity and resilience of the supply chains necessary 

for European defense, cooperation between the EU and NATO on military mobility should 

be strengthened, as it is now a fundamental lever of common defense. 

One should bear in mind that the White Paper calls for readiness 2030, which reveals a 

sense of dire urgency. In this light, CER and its Members are committed to participating 

in this effort, also bearing in mind the following principles: 

i. The adoption of solutions that can be delivered in the short term (2030) can 

be achieved without jeopardising the long-term development of the rail 

system. There is no justification to backtrack on ongoing transformations (i.e. 

deployment of ERTMS and electrification) or locking in technologically obsolete options 

potentially generating stranded assets in the future; 

 

ii. Dual use solutions should be pursued to the fullest, focusing investments on 

measures which deliver maximum benefits for both civilian and military applications, in 

what is a recognised attribute of the railways system. In this regard, ambitious financing 

is needed, amongst others through the Connecting Europe Facility (CEF). The CEF’s 

proposal demonstrates an increased ambition, while unfortunately falling short of the 

required €100bn advocated by the rail sector; 

 

iii. Prioritising measures along the multimodal priority corridors2 and cross border 

sections of the entire network, focusing on increasing and enhancing rail transport 

capacity and interoperability as well as establishing or improving interconnections, 

particularly with EU’s ports; 

 
1 Rail's Vital Role in Enabling the Future of EU Defence 
2 As identified in the White Paper for the Future of European Defence – Readiness 2030 

https://www.cer.be/cer-positions/rails-vital-role-in-enabling-the-future-of-eu-defence
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iv. Resilience needs to be achieved by creating redundancies in networks and 

buffer zones for train preparation and parking, as well as the ability to quickly 

recover and restore services, ensuring infrastructure integrity and continuity, as well 

as ensuring power supply to the system including through backup systems; 

 

v. Preparedness requires effective operational military and civilian coordination 

and training, ensuring the appropriate state of readiness of railway assets and human 

resources in order to guarantee swift mobilisation. 

 

Against this backdrop, this document provides a reflection on the essential infrastructure 

parameters, adequate options for rolling stock and administrative procedures, enhancing 

readiness and financing. 

2. Infrastructure Parameters fit for Military Mobility  

An assessment of the TEN-T requirements, as enshrined in Regulation (EU) 2024/1679, 

shows that most parameters are consistent with Military Mobility (MM) needs. However, 

loading gauge P400 falls short of MM purposes and requires adjustment. The 

White Paper for European Defence – Readiness 2030 alludes to 500 critical hotspots 

needing upgrades to meet military standards. These projects will guide EU funding 

priorities. The proposed amendments on the infrastructure side to allow for military 

mobility should focus on the identified Military Mobility hot spots and corridors. 

 

▪ Electrification is aligned with MM requirements, particularly in peacetime. The 

electrification of railway lines connecting national military sites on the extended core 

network and military corridors and the harmonisation of traction currents should be 

accelerated and completed by 2030. In crisis or wartime scenarios, reliance on diesel 

traction remains the fallback for the military.  

▪ The 1435 mm track gauge requirement is aligned with MM needs. However, this 

provision applies only to new railway lines. To ensure complete coverage of MM 

corridors, compatibility across MM corridors must be guaranteed. 

▪ Axle load. The 22.5 t/axle (Class D) requirement is fully consistent with MM standards 

and already enables the transport of heavy military vehicles without restriction. 

Additional parameters that might be of significance in this context, like the maximum 

weight per meter, should be considered to be investigated with NATO. 

▪ Train length. The 740 m train length criterion is aligned with MM needs and 

represents the standard within both the EU and NATO. To take full advantage of it, 

sidings, passing loops, and loading/unloading facilities must also be adapted to 740 m, 

ensuring compatibility throughout the transport chain. Should this requirement need to 

be implemented ahead of the revised TEN-T timeline, a detailed implementation plan 

will be essential to address potential challenges and ensure successful delivery. 

▪ Loading gauge. The P400 standard is adequate for intermodal freight but insufficient 

for military transport. Military Mobility requires clearance equivalent to GB+ (Military 

Envelope M) combined with 22.5 t/axle load (Class D), which should be further 

investigated and aligned with NATO. This ensures that large NATO/European military 

vehicles can circulate without restriction. Military Envelope M clearance is essential to 

avoid conflicts in the lower part of the gauge (tank chassis, low overhangs) as well as 

in the upper part (turrets, tall armoured vehicles).  
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The TEN-T requirement for MM corridors should therefore be raised to Military 

Envelope M to achieve MM compliance. Once again, should this requirement need 

to be implemented ahead of the revised TEN-T timeline, a detailed implementation plan 

will be essential to address potential challenges and ensure successful delivery. 

▪ Minimum speed. The TEN-T minimum speed thresholds, set at 100 km/h for freight 

trains and 160 km/h for passenger trains, are formally aligned with MM needs. In 

practice, however, speed is less critical for military convoys than reliability and 

clearance. It should also be recalled that the Military Envelope M is designed for a 

maximum speed of 80 km/h. 

▪ ERTMS. The deployment of ERTMS is aligned with MM requirements. Nevertheless, 

fallback systems remain necessary to ensure continuity in the event of cyber-attacks or 

system failures. Specific solutions in Border Sections facilitating cross-border traffic with 

national rolling stock (i.e. without ERTMS or multi-system traction current) should be 

maintained and revived, to the extent they are necessary to meet MM needs. 

▪ Dwell time and delays. Minimum dwell times and low delays are not strictly required 

for MM but make a tangible contribution to rapid troop and equipment movements. At 

present, EU capacity rules should reflect the specific priorities of military transports. Any 

improvement in punctuality, path allocation, traffic management and border procedures 

therefore contributes directly to MM efficiency. 

 

In addition, the following measures warrant attention, though it is important to 

acknowledge that implementing changes of this magnitude would be highly demanding for 

the sector, particularly given limited investment resources. 

 

▪ Alternative routes. From a military transport perspective, operations should be 

enabled not only on TEN-T lines but also on a broader range of routes. This would 

significantly improve flexibility, enhance redundancy, and allow for a higher volume of 

military movements. For each military connection, there should be at least two routing 

options, both capable of accommodating trains with an axle load of 22.5 tons on an 

electrified line meeting the above-mentioned gauge criteria. 

▪ Diesel fuelling facilities. In the event of a power outage, diesel locomotives may be 

required to ensure continuity of operations. In military contexts, diesel traction is often 

preferred due to its reliability in crisis situations. It is therefore of utmost importance 

that diesel fuelling facilities are either maintained alongside ongoing 

electrification efforts or, where they have already been dismantled, 

redeveloped to guarantee operational readiness. This applies to both main lines 

and to lines connecting critical MM infrastructure such as terminals, ports, and military 

sites. At present, such facilities are often lacking and are not generally owned by rail 

infrastructure managers. 

▪ ETCS integration and FRMCS. ETCS – both on track and on-board – and FRMCS 

should be explicitly included in the Dual-Use Implementing Act (2021/1328). Its 

rollout enhances safety, speed, and interoperability for both civil and military rail 

transport. Moreover, its explicit inclusion would make ETCS and FRMCS projects eligible 

for Military Mobility funding. 

▪ Sidings at military and critical sites. Sidings at crucial MM locations, including 

military bases, must be developed or upgraded. Such sidings should offer sufficient 

capacity in terms of number, length, and width to accommodate long and heavy military 

trains and to facilitate smooth loading and unloading operations. 
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▪ Dual-use terminals and loading/unloading infrastructure. Adequate dual-use 

terminals and handling facilities — including cranes, ramps, and yards — must be 

provided to support Military Mobility. Locations that may be used for military 

transport should be identified and adapted to meet operational needs. Current 

infrastructure often limits the efficiency of loading and unloading operations and 

constrains the train parameters available for military consignments. 

▪ Safety and security. Safety and security measures at railway sites critical for military 

logistics should be strengthened in line with military requirements. This includes the 

installation of additional lights, fencing, surveillance systems, and other protective 

measures to ensure the integrity of sensitive sites. 

▪ Multimodal logistics hubs. Multimodal hubs must be made fit for military purposes. 

This requires the provision of adequate infrastructure and services to support host and 

transit nations, including loading capacity, transport support, and sufficient space for 

military operations. 

▪ Special equipment. A comprehensive list of special equipment required for existing 

MM and dual-use railway operations should be provided. This includes cranes, lifting and 

storage equipment, trailers, and other essential assets needed for effective military 

deployment by rail. 

 

Ports and port-rail connections deserve special attention, as they are critical nodes for 

Military Mobility. 

▪ Expand and digitalise port rail infrastructure. Strengthening on-site rail and 

handling capacity in major ports, including sidings for 740 m trains and IT-supported 

track management, enables faster transfer of both civilian and military cargo. Dual-use 

transshipment facilities allow heavy equipment, vehicles, and containers to be efficiently 

loaded directly onto rail, improving deployment speed and resilience in crisis situations. 

▪ Integrate rail planning in port development. Coordinating port expansion with 

surrounding rail infrastructure prevents bottlenecks that could impede large-scale 

military transport movements. Including rail and defence-related requirements in early 

planning ensures that ports can handle high-volume or oversized military shipments 

alongside civilian freight. 

▪ Implement European Transport Corridors (ETCs) to strengthen connectivity. 

Swift implementation of TEN-T/ETCs enhances the interoperability and capacity of rail 

access to ports, which are critical entry and exit points for military logistics. Upgrading 

outdated port-adjacent infrastructure increases reliability and reduces deployment times 

across borders. 

▪ Enhance coordination with third countries. Strengthened cooperation and 

investment in rail access to non-EU ports (e.g. Turkey, Serbia, North Macedonia) 

supports seamless cross-border movement of military equipment and supplies, ensuring 

continuity of European defence corridors beyond EU territory. 

 

Finally, it should be noted that both the construction and the operation of railway 

infrastructure basically is subject to specific official approval regimes. These 

authorisation procedures often require long periods of time. This circumstance represents 

a significant obstacle to the rapid and plannable construction, reconstruction and placing 

into service of military railway infrastructure in cases of war and terrorism. Therefore, far-

reaching legal exceptions for these crisis situations as well as general simplification of 

permission procedures for infrastructure projects are sensible and necessary.  
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3. Dual use rolling stock, replenishing fleets, ensuring resilient 

operations 

The need to replenish fleets for Military Mobility and ensure the availability of 

rolling stock (locomotives and wagons) has been a claim that CER and its 

Members have repeated. This is explained due to the relatively small expression of 

military movements and exercises, with the consequent decline in the rolling stock assets 

over almost 80 years of stability, as well as the significant changes in Europe in the late 

20th century. 

While assessing military needs (and possible gaps) remains a challenge due to 

confidentiality, a theoretical estimate may provide an understanding of what could be the 

volume of transport required, privileging rail as the transport option. The example below 

shows a situation where only rail is used (although other transports modes are usually 

used for strategic purposes). 

To support a light division (presuming 15.000 soldiers and 7.500 vehicles), the initial 30-

day autonomy movement, could require up to 200 trains, each with up to 42 

wagons, or the equivalent of 8.400 loaded wagons. The distribution of wagons in 

this phase will privilege the transport of assets (notably different types of vehicles).  An 

estimate is that: 

▪ 60% of the wagons will be for the transport of equipment and vehicles (30% being low-

bed wagons for heavy tracked and heavy rubber vehicles, and 70% flatbed wagons for 

medium/light tracked vehicles and rubber wheeled vehicles); 

▪ 35% for containers; 

▪ 5% to transport bulk and liquid cargo (for instance fuels). 

 

After this initial movement, providing for the daily support may require a cyclic 

movement involving 4 trains operating at full load during 3 or 4 days (pending 

the destination) and returning empty in the same cycle. Therefore, these 4 trains 

operating, both ways in 3 or 4 days, would be hauling the cargo equivalent to 1.000 to 

1.300 wagons in this loop. In this phase, cargo in containers is more prominent (an 

estimate could be 70% in container wagons), followed by the transport of vehicles (25%) 

and bulk or fuels (5%). These numbers albeit indicative, provide an expression of needs. 

It is important to recall, that civilian operations have to be delivered at the same time to 

keep at least a close to normal economic activity. 

Alongside with the assessment of the number of locomotives and wagons that might 

potentially be required, there is a need to assess what could be the optimal technological 

options. These have to cater for military requirements and specificities (such as 

enhanced resilience, operation in non-electrified lines, ease of integration with mainstream 

fuel network used in mobile military equipment which rely on fossil fuels, notably diesel) 

as well as possible synergies with civilian services, in order to ensure dual use 

capabilities.  
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CER and its Members engaged in a broad reflection on alternative propulsion3 in the 

railway system and recognise the specific needs for Military Mobility. The position paper 

duly justifies why the dual mode (diesel and electric) for main line or last mile 

locomotives is the most appropriate solution to deliver dual use capabilities for 

traction. This document also argues that this technology is readily available and able to be 

supplied by EU manufacturers, whose expertise must be safeguarded. This option will 

generate co-benefits, in the sense that it will allow the continued efforts to increase energy 

efficiency and decarbonise transport, benefitting from the electrified network in the EU. 

While dual mode locomotives are roughly double the cost of a purely diesel locomotive, 

the dual use potential and co-benefits justify arguing for financial support from the EU 

budget. The proposed European Competitiveness Fund (which works in tandem with the 

Connecting Europe Facility) includes specific provisions for Military Logistics Enablement 

and Support (article 49) of the specific regulation and explicitly foresees supporting dual 

use civilian military assets. 

Military operations rely on a diverse set of wagons which are common for civilian 

operations. There is a need to recognise that the military forces will require specialised 

wagons (for specialised teams and possibly mobile medical care) and others that fulfil 

more precise needs (i.e. covered wagons to carry equipment that needs to be concealed). 

Four types of wagons more commonly used in rail freight are also particularly suited for 

military transport. This is notably the case of flatbed, low-bed, container and tank 

wagons. They are used in civilian transport for different purposes and market segments. 

Flatbed wagons and low-bed wagons are often used for specific operations in civilian 

transport (i.e. industrial products such as steel coils, construction equipment and vehicles 

or larger devices such as energy transformers for the power sector) but can also have the 

potential to be used for container transport. Specific purpose container and tank wagons 

are very common in civilian freight transport with the former being the backbone for 

intermodal transport, alongside with pocket wagons which are suited for semi-trailers (not 

commonly used in military transport) and containers, albeit in this case with lower cost-

effectiveness than dedicated container wagons.  

There is potential for dual use, particularly in the above mentioned four types of 

wagons, and providing support through the EU budget, should also be explored 

and considered in a similar way as proposed for locomotives, creating an incentive 

to maximise dual use capabilities. 

Ensuring a capable fleet of rolling stock (locomotives and wagons) and 

management of these assets may be achieved through pooling, particularly for 

what has been described as the daily supply of armed forces. Under certain circumstances 

(e.g. provided that the level of rolling stock has been sufficiently increased to sustain 

civilian and military assets), rolling stock could converge in creating this pool of assets. 

Military readiness and other requirements should be defined and observed in the 

management of the pool. Civilian-owned rolling stock could be allocated to the pool under 

defined contract conditions and rewarded as appropriate. This would provide access to the 

military forces of the types of locomotives and wagons that could be available in Railway 

Undertakings (RU). Should the pool of assets have sufficient dimension, geographic 

representativeness in the priority corridors, this could allow their full use, increase return 

on investment and ensure that the operational conditions are met. Parked railway assets 

tend to degrade, and circulation is required to maintain operational conditions. An 

appropriate management structure would need to be implemented to coordinate 

operations, possibly benefitting from the consolidated practice under NATO or an 

institutional organisation that can ensure this multilateral coordination within the EU. 

 
3 Alternative Propulsion Technologies in the European Railway Sector 

https://www.cer.be/cer-positions/alternative-propulsion-technologies-in-the-european-railway-sector
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Ensuring infrastructure continuity and delivering electric power to the railway 

system is essential to ensure operations, regardless of the fuel source used for 

traction. Signalling and underlying telecommunication systems require electricity. 

Therefore, as mentioned in the beginning, the resilience of the system relies on the ability 

of infrastructure managers and railway undertakings to rapidly recover and restore 

services after accidents or wilful acts (such as sabotage and other hybrid attacks), 

including cyber threats. 

 

4. Enabling swift procedures - streamline, harmonise but not 

compromise safety 

Different procedures, either administrative or technical in nature, may create constraints 

for swift and readily available military rail movements. CER and its Members support 

the efforts to harmonise procedures where there are national and regional differences, 

given the latitude the EU legislation provides MS with the possibility to define more 

stringent measures or transpose legislation to the national acquis. Likewise, there should 

be an effort to streamline procedures to make them as efficient and swift as possible, 

looking into simpler processes and digitalisation. These efforts should take into account 

the need to ensure the highest possible safety standards. Train circulation and 

loading have to comply with the safety requirements coordinated at the EU level, to avoid 

increased risks of incidents or accidents that can compromise train circulation in critical 

lines therefore hindering Military Mobility. 

The Military Mobility Action plans of 2018 and 2022, had already identified some 

procedures as a source of delays, such as customs and diplomatic clearances, and others 

relating to VAT. When considering military transport by rail, fulfilling the obligations related 

to these procedures falls under the responsibility of the military authorities.  

To be noted that the Member States have called for measures that will allow 

attaining permissions for cross-border movements under military mobility within 

three working days4. For this purpose, Member States have also underlined the efforts 

that are being developed under the PESCO project on Military Mobility. There are concrete 

measures that have been broadly identified and that may help accelerate the procedures. 

An example are the customs procedures (fully digitalised in the EU) with the harmonisation 

and digitalisation of both NATO and EU 302 forms. In order to avoid delays, they should 

be handled digitally, as paper-based treatment of customs procedures may lead to 

significant delays (particularly when there is no customs office at the point of entry) and 

ultimately compromise train paths as trains can only have clearance to circulate with the 

required documentation. 

Looking beyond these cases, CER and its Members identified 3 domains where 

improvements could be considered, notably the coordination of the processes in 

respect to cross-border circulation of trains that qualify as exceptional convoys, 

the provisions regarding the operation of trains transporting dangerous goods 

and the certification of rolling stock. 

Regarding exceptional convoys that will need to circulate cross border, the main 

challenge lies in the need to address each infrastructure manager individually. 

Procedures for obtaining the necessary train paths for these convoys differ from one 

infrastructure manager to another, as do the response times.  

 
4 Council Conclusions on EU Security and Defence, 27 May 2024 



Position Paper 
Dual-use, resilient and interconnected, cross-border 
Military Mobility on rail – readiness 2030 and beyond 

 
 

 

 

 

 
 
8  www.cer.be 

Improving the precision and update of infrastructure characteristics in the Register of 

Infrastructure (RINF), as well as enhancing coordination between infrastructure managers, 

are two measures that could help make train path planning for exceptional convoys 

become more agile. A better articulation under the expected European Network of 

Infrastructure Managers – as foreseen in the proposal for Capacity and Traffic Management 

Regulation – should be promoted. 

The transport of dangerous goods is regulated under EU law through a directive5 

which alludes to the Regulations concerning the International Carriage of 

Dangerous Goods by Rail (RID) to the Convention concerning International Carriage 

by Rail (COTIF). The scope of the Directive on the transport of Dangerous Goods, states 

that it does not apply to “… the transport of dangerous goods by vehicles, wagons or 

vessels belonging to or under the responsibility of the armed forces”. This provision could 

be expanded to include transport operations by third parties, just as long as duly certified 

by the armed forces, when part of military exercises or in a declared crisis. Additionally, it 

would be relevant to identify the possible situations where MS have defined more stringent 

provisions for military related transports and strive to find a harmonised approach, to 

facilitate cross-border circulation of trains. 

The authorisation of new rolling stock and the upgrade of existing rolling stock 

is also a key lever to improve Military Mobility, given that retrofitting of already 

existing vehicles and the procurement of new vehicles (e.g. dual mode locomotives) will 

be required. CER and its Members are currently coordinating to propose a basket of 

measures that may contribute to make these processes swifter, which will ensure the new 

and existing rolling stock fleet needed for military mobility is available in due time. These 

measures require very likely a synchronised revision of the Interoperability Directive and 

– which is already foreseen – ERA Regulation. Measures could include: 

 

a) Moving towards organisational accreditation instead of product authorisation, following 

examples from the aviation industry and ECM implementation, and combined with 

regular auditing. 

 

b) Deleting article 21(12)(b) in directive EU 2016/797. Safety aspects are covered in 

Requirement Capture process and Common Safety Methods for Risk Evaluation and 

Assessment (CSM RA) taking into account that the involvement of one Assessment Body 

(AsBo) during process execution is sufficient. 

 

c) Declaring vehicles as conforme to Type to place them on the market by applicants will 

also suffice, dismissing the need for an additional authorisation. This should fall under 

the responsibility of the applicant, if it is the holder of the Vehicle Type Authorisation 

(VTA). 

 

d) Reducing authorisation costs by facilitating Multiple Type Authorisations and massive 

Retrofits e. g. regarding Digital Automatic Couplers, ERTMS, GSM-R/FRMCS. It shall be 

possible to implement changes approved on one vehicle type on other vehicle types too 

with limited authorisation effort. 

 

 
5 Directive 2008/68/EC of 24 September 2008 
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e) Ensuring grandfather rights. After a new authorisation due to a change, the Area of Use 

(AoU) of wagons used under RIV (marked as RIV) shall still be considered as being EU-

wide authorised (taking route compatibility check (RCC) into account). After a new 

authorisation due to a change the AoU of coaches used under RIC shall still be considered 

as being authorised in the countries identified in the RIC markings (taking RCC into 

account). 

 

f) Moving all remaining National Technical Rules to Technical Specifications for 

Interoperability (TSI) as specific cases and allowing for regular updates to reduce them. 

No Need To Respond (NNTR) procedures. Simplify conformity assessments. A simplified 

conformity assessment by only one body (Notified Body – NoBo) will reduce costs and 

efforts. Transparency on applicable requirements will be improved. 

 

g) Network statements (based on 2012/34/EU) shall not contain technical requirements 

for vehicles and such requirements on network compatibility shall be included as specific 

cases in the TSI. 

 

h) Finally, the European Parliament's draft own-initiative report suggests that the European 

Commission presents “a legal framework addressing ‘crisis situations’, clearly 

distinguishing ‘peacetime’, ‘in-between’ and ‘wartime’ phases, and including rules for 

each phase in order to ensure interoperability and priority access for armed forces to 

transport facilities, networks and assets, with streamlined movement for military 

personnel throughout and across military corridors”: the concept of “crisis situations” 

should be clarified by identifying several sub-stages that would allow for a gradation in 

the development of the crisis. Indeed, there may be many interpretations of this 

concept, and the derogation measures applied by Member States must be harmonised. 
 

5. Cyber Security 

The railway sector is currently undergoing significant changes driven by digitalisation. As 

organisations strive to harness the full potential of this digital transformation and 

remain competitive, they must also effectively manage the accompanying 

increase in cyber risks. Failing to do so can lead to disruptions equivalent in impact as 

the ones recently witnessed in passenger check-in systems at airports or those related 

with drones invading Member States air space. 

The growing attack surface associated with digitalisation, the rise of cybercrime as a global 

service-oriented industry, the increasing pace of innovation, and the increase of legislation 

by regulators have placed additional pressure on railway organisations. To keep up with 

the escalating pace of cyber risks, these organisations are intensifying their 

efforts in cybersecurity. 

Many organisations in the sector are facing similar challenges and are working towards 

similar solutions. Nevertheless, there are some sections of the railway network where this 

risk is increased, particularly those (as is the case of the Baltic States) where system 

integration with foreign bordering nations with a hostile stance regarding the EU, remains 

to this date. Acting to protect critical systems (particularly telecommunications, IT and 

signalling systems along the identified priority corridors) and disconnecting from these 

foreign systems that failed to meet the cybersecurity requirements should be a 

priority for the purpose of EU support. 
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Individual organisations have limited influence over the broader ecosystem and upcoming 

legislation. Moreover, the shortage of skilled workforce, especially in the 

operational environment, is a challenge for organisations facing emergencies in a 

digital environment when returning to manual operations is no longer feasible or safe. 

Through interactions with peers, cooperation on common challenges benefits not 

only individual organisations but also the railway sector. The main challenge lies in 

realising and implementing such cooperation, creating mutual benefits while mitigating 

the challenges involved. By effectively managing and leveraging collective knowledge and 

experiences, the railway sector can strengthen its cybersecurity defences, optimise 

resource allocation, and effectively address the evolving cyber threat landscape. 

CER and its Members strongly advocate for European Cooperation on Cyber-

Security in the Rail sector. In the context of EU cybersecurity legislation, including the 

NIS2 Directive (Network and Information Security, Directive 2022/2555 in its latest 

version) and the EU Cybersecurity Act, and building on guidance from ENISA (European 

Union Agency for Cybersecurity), intensified European Cooperation on Cyber-Security in 

the sector is a critical step toward ensuring resilient, harmonised and secure rail transport 

across the EU. For example, cyber resilience must be enshrined across all TSIs, including 

TSI for ETCS and FRMCS.  

It is worth noting that the proposal for the European Competitiveness Fund provides 

the necessary framework to support the development of cooperative approaches 

and synergies aimed at strengthening cyber security and IT systems, through a 

combination of provisions, notably in the context of the specific section on “activities to 

support digital leadership”, the article on Military Mobility (article 49) as well as the article 

on technological sovereignty, research and innovation (article 67). This support will prove 

to be a catalyst and should be duly recognised as a matter of utmost importance to ensure 

operations in critical transport infrastructure as railways. 

6. Governance  

As recognised in CER’s position paper issued in February, there is a need to create an 

effective governance system that involves civilian and military authorities and 

stakeholders. This coordination is very much needed in all major activities, from the 

development and prioritisation of investments to the key operational activities that need 

to be upheld by infrastructure managers and Railway Undertakings. 

This means that railway companies have to develop a clear structure of command, 

duly prepared to quickly deploy procedures and actions that are adapted to 

military needs and states of readiness. Staff training must be ensured as well as 

regular training missions in order to guarantee operational readiness. These trained 

personnel need to act within companies as organised facilitators to deploy measures under 

military coordination. The identification of the relevant organisational units and activities 

as well as training the people involved are among top priorities. In line with business 

continuity management, IM and RU also need to know which of their human resources are 

subject to e. g. conscription, are aid(wo)man or civil defence services. 

Companies need to enhance their ability to mobilise human and technical resources to 

rapidly rebuild damaged parts of the infrastructure (i.e. bridges, mainlines and 

substations), invest in redundant systems and ensure back-up solutions (for instance 

mobile generators). Creating this recover-and-restore capacity requires preparation, rapid 

mobilisation, the stockpiling of critical components and of suitable equipment including 

back-up systems.  
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Ensuring this recover-and-restore capacity should be subject to specific 

readiness contracts with the railway companies involved, as part of broader 

framework contracts between railway companies and military services/public 

authorities. These contracts should be rewarded as appropriate as they are necessary to 

guarantee the swift mobilisation of the needed resources for transport operations. Railway 

companies, particularly railway undertakings operate in an open and competitive market, 

therefore holding additional capabilities and assets that are not market oriented or 

streamlined is an additional reason for such contracts. 

The railway business architecture has increased in complexity over the last three 

decades. While Member States hold a major stake in infrastructure (normally protected 

by national requirements that recognise the public domain or interest of infrastructure 

assets), Railway Undertakings on the contrary are operating under liberalised markets, 

which is particularly the case of freight, leading to a fragmented mixture of companies, 

where management control can be public or it can be private In the past the state-owned 

railway companies could be rapidly engaged, providing services and assets for military 

transport (civilians, troops and equipment). 

Where Member States hold leading management control over the railway system 

actors (infrastructure, passenger and freight operations) the mobilisation of 

human resources and railway assets is facilitated. 

Ukrainian railways remain a vertically integrated system. To note that parts of the 

company staff are trained, sworn in and act as a branch of the military forces, both on the 

side of the infrastructure as well as well as in the RU. The vertical integration of the 

company has contributed to facilitate the coordination with the military forces in what is a 

case of a full blown crisis, where the railway system has been able to provide military 

support and at the same time ensure the running of the economy (adapting to acute 

changes in the logistics chains, as the grain crisis in 2022 demonstrated) and mobility 

needs for civilians. 

It is important to note this latter part of the railway services and their growing importance 

in a region where civilian air transport is virtually inexistent and where the port network 

has been occupied or severely compromised. Railways have emerged as the backbone 

for mobility and freight transport, also strengthening the port network around 

the Black Sea. 

7. Financing Instruments and Priorities 

The urgent need to boost the EU’s defence efforts emerged in 2025 with the Commission’s 

communication ReArm EU. This instrument recognised the fact that defence is a Member 

State sovereign competence as is the associated spending. Therefore, ReArm EU 

introduced a set of provisions that allows MS to increase spending for defence (the “escape 

clause” of the Stability and Growth Pact able to generate at least €650 bn over 4 years), 

access loans covered by the EU’s rating (the so-called SAFE programme, potentially able 

to generate an additional €150 bn) and mobilise the European Regional Development 

and the Cohesion funds under certain conditions for this same purpose. 

Still in the context of expenditure for defence from national budgets, it is also worth noting 

that NATO Members have committed to allocate 1.5% of GDP annually (in a total 

of 5% for defence) for measures to “... protect critical infrastructure, defend networks, 

ensure civil preparedness and resilience, innovate, and strengthen the defence industrial 

base.” This is a very significant volume of resources, and the railway system fits well in 

the scope of the required investments. 
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Meanwhile, negotiations are well under way regarding the Multiannual Financial 

framework (MFF) which will cover the period 2028/2034 and can also act as a lever for 

investments. Ambitious financing is needed in this regard, amongst others through the 

Connecting Europe Facility (CEF). The CEF’s proposal (with a proposed €51.5bn for 

transport) demonstrates an increased ambition for Military Mobility (with a budget of €17 

bn, compared to the previous €1.7bn in the current MFF), while unfortunately falling short 

of the required €100bn advocated by the rail sector. It is important to ensure that this 

level of ambition is maintained throughout the two years of budget negotiations ahead, so 

that it is reflected in the final budget adopted by the European institutions.   

The budget proposal aimed to reduce the number of funds in order to increase flexibility. 

With this in mind, the Commission proposed the creation of a European 

Competitiveness Fund (ECF) which also includes the objective of developing the Union’s 

cross-border and critical infrastructure, thereby contributing, among other things, to 

enhance competitiveness and strategic independence, particularly in the areas of energy, 

transport and defence. Under the chapter on Military Logistics Enablement and Support 

(article 49) several activities relevant for military mobility have been identified, such as 

enhancing dual use of assets, supporting military movements, and access to military 

mobility including the pooling of resources. 

Given limited resources, budgets should prioritise investments in the four 

multimodal corridors (including the 500 hotspots that have been identified) and 

privilege the actions that can facilitate cross-border movements and create synergies 

contributing to the widest possible policy objectives. A good example is Military Mobility 

and the support for dual use rail investments, which can contribute to defence 

and decarbonisation efforts. Another example with a significant impact could be the 

synergies with the upcoming EU Port Strategy, where rail could play a greater role in the 

resilience of the EU port network and the widening of the port hinterland. 


